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Agenda Item:
5.5
1 Decision/action requested 
This contribution proposes a conclusion for Key Issue #2 in TR 33.809.
2 References
3 Rational
SI protection mechanism based on symmetric key may avoid the information in the SI to be faked by the FBS. SI protection mechanism based on asymmetric key may avoid UE connecting to the FBS in addition to avoid the information in the SI to be faked by the FBS. However, the asymmetric mechanism requires complicated configuration, which is hard to be deployed in public network. 
But for private network, since the vertical has limited number of terminals and NEs, and there is no roaming case, the network architecture is simple, which is beneficial for asymmetric mechanism. For example, it is simple for credential provisioning because of small number of terminals; It is available for replay protection, because TSN is introduced in NPN, the UE and the network are sync of time; It is simple for certificate management, since roaming case is not considered, there is small scale of NEs and vertical may have their own CA.
So, it is proposed to recommend asymmetric key mechanism in private network, which may be discussed in R17 NPN as security enhancement for NPN.
It is also proposed to recommend simple SI protection mechanism based on symmetric key as normative work for SI integrity protection in public network to avoid the information in the SI to be faked by the FBS.
4 Detailed proposal
*************** Start of 1st Change ****************

7.X 
Key Issue 2: Security protection of system information
SI protection mechanism based on asymmetric keys is recommended to be captured for SI integrity protection in private network.
Editor's Note: The conclusion for SI integrity protection based on asymmetric keys is still open. 
SI protection mechanism based on symmetric keys is recommended as normative work for SI integrity protection in public network.

*************** End of 1st Change ****************
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